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Abstract

FPGAs are commonly used in various industrial
fields, but methods such as reverse engineering
have been proposed as a method for attacking
FPGAs. Previously reverse engineering techniques
essentially require a mapping table representing a
correlation between a netlist and a bitstream, but
have a disadvantage in that it takes a very long
time to generate a mapping. The clock regions that
are distinguished in hardware are clearly appeared
in the bitstream. In this paper, we propose a
method to reduce the time required to create a
mapping tables by simultaneously generating a
mapping table for all clock domains. Depending on
the number of clock domains, the time required for
mapping table generation can be reduced by as
little as 8 times and as much as 24 times. The
mapping table generation time for Artix—7 A100T,
Kintex—7 K355T, and Virtex—7 V355T take 8, 12,

and 18 times shorter than previous work.
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